U t e ‘ BTS SIO - Option SISR
* Projet E6 - L’installation d’Observium

et Mise en Redondance

PROCEDURE DE L'INSTALLATION
D'OBSERVIUM ET MISE EN REDONDANCE

il CONTEXTE

Cette procédure s’inscrit dans le cadre de la mise en place d’'une supervision réseau
haute disponibilité via I'outil Observium. Afin d'assurer la continuité du service
en cas de panne d'un serveur, une réplication MariaDB et une synchronisation
des fichiers sont mises en place entre deux superviseurs :

e 192.168.30.10 : Superviseur 1 (Master)
e 192.168.30.11 : Superviseur 2 (Slave)

PREREQUIS

e Deuxserveurs Linux (ex: Ubuntu/Debian) : Observium-Master et Observium-Slave
e Observium installé et fonctionnel sur le serveur principal

e Un accés root ou sudo sur les deux serveurs

e Un serveur MySQL/MariaDB configuré sur Observium-Master

e  Outil rufus, BalenaEtcher ou Ventoy
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INSTALLATION DE TURNKEY OBSERVIUM

Dans un premier temps, on procede a I'installation de I'0OS turnkey_observium a partir du fichier .iso
récupéré sur https://www.turnkeylinux.org/observium
Ensuite il est nécessaire de flasher le .iso sur un support de stockage (ex: clé USB)

On démarre sur ce support:

TURMKEY

On sélectionne « Install to hard disk »

Package configuration

{ Debian Installer Live
The installer can guide you thrnugh partitioning a disk (uslng different standard schemes)
or, if you prefer, you can do it manually. With gmdcd partitioning you will still have a
chance later to review and customise the resul

If you choose guided partitioning for an entire disk, you will next be asked which disk
should be used.

Partitioning method:
1 set up LUN

Guided - use entire disk

<Cancel>

On installe I'0OS sur un disque entier « Guided - use entire disk »
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Package configuration

{ Debian Installer Live |

This is an overview of your currently configured partitions and mount points. Select a
partition to modify its settings (file system, mount point, etc.), a free space to create
partitions, or a device to initialize its partition table.

Guided partitioning
Configure the Logical VUolume Manager

SCSI3 (0,0,0) (sda) - 8.6 GB ATA UBOX HARDDISK
> primary 6.4 GB f ext4 /

> logical 2.1 GB f swap swap

Undo changes to partitions

[Finish partitioning and write changes to disk

<0k> <Cancel>

Partitionnement simple et automatique sur I'unique disque dur de la machine

Package configuration

|1 Debian Installer Live }

If you continue, the changes listed below will be written to the disks. Otherwise, you will
be able to make further changes manually.

The partition tables of the following devices are changed:
SCSI3 (0,0,0) (sda)

The following partitions are going to be formatted:

Write the changes to disks?

Appliquer le partitionnement
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[Package configuration

Copying data to disk...

Package configuration

It seems that this new installation is the only operating system on this computer. If so,
it should be safe to install the GRUB boot loader to the master boot record of your first

hard drive.
Warning: If the installer failed to detect another operating system that is present on your

computer, modifying the master boot record will make that operating system temporarily
unbootable, though GRUB can be manually configured later to boot it.

Install the GRUB boot loader to the master boot record?

Installation du Grub = « yes »
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Package configuration

| Finalize Install }|
Installation is complete.

The system needs to reboot nou. Please be sure to remove the CD/USB when prompted.

Enter to reboot
Eject and Reboot

<Cancel>

Une fois terminée, éjecter le support d’installation et redémarrer la machine - « Eject and Reboot »

GNU GRUB wversion 2.06-3"deb1iu5

*Debian GNU/Linux

Use the T and | keys to select which entry is highlighted.
Press enter to boot the selected 0S, ‘e’ to edit the commands
before booting or ‘¢’ for a command-line.

Lancer Debian
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TurnKey GNU/Linux - First boot configuration
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Root Password
Please enter new password for the root account.

Password Requirements

- must be at least 8 characters long

— must contain characters from at least 3 of the
following categories: uppercase, lowercase, numbers,
symbols

l

Définir le mot de passe de l'utilisateur root

TurnKey Linux - First boot configuration

MySQL Password
Confirm password

Passuword Requirements

- must be at least 8 characters long

- must contain characters from at least 3 of the
following categories: uppercase, lowercase, numbers,
synbols

lm

Définir le mot de passe de I'utilisateur mysql

et Mise en Redondance
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TurnKey Linux - First boot configuration

Observium Password

Enter new password for the Observium ’admin’ account.

Password Requirements

- must be at least 8 characters long

— must contain characters from at least 3 of the
following categories: uppercase, lowercase, numbers,
symbols

l

Définir le mot de passe de I’Administrateur d’'Observium

TurnKey GNU/Linux - First boot configuration

Initialize Hub services

1) TurnKey Backup and Migration: saves changes to files,
databases and package management to encrypted storage
which servers can be automatically restored from.
https://uwuwu.turnkeylinux.org/tklban

2) TurnKey Domain Management and Dynamic DNS:
https://uww. turnkeylinux.org/dns

You can start using these services immediately if you
initialize now. Or you can do this manually later (e.g.,
from the command line ~ Webmin)

API Key: (see https://hub.turnkeylinux.org/profile)

L

<Apply>

Il n’est pas nécessaire d’ajouter un mirroir supplémentaire - « Skip »
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TurnKey Linux - First boot configuration

System Notifications and Critical Security Alerts

Enable local system notifications (root@localhost) to be
foruarded to your regular inbox. Notifications include
security updates and system messages.

You will also be subscribed to receive critical security
and bug alerts through a lou-traffic Security and Neus
amouncenents neusletter. You can unsubscribe at any
time.

https://uuu.turnkeylinux.org/security-alerts
Email:

[

< skip >

Il n’est pas nécessaire de mettre en place cette adresse email 2> « Skip »

TurnKey GNU/Linux - First boot configuration

Security updates

By default, this system is configured to automatically
install security updates on a daily basis:

https://uwu. turnkeyl inux.org/security-updates

For maximum protection, we also recommend installing the
latest security updates right nouw.

This can take a few minutes. You need to be online.

<skip >

Installer les mises a jour de sécurité - « Install »
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TurnKey GNU/Linux - Reboot after kernel update

Reboot now?

A security update to the kernel requires a reboot to go
into effect.

For maximum protection, we recommend rebooting wow.

< Skip >

Redémarrer la machine

TurnKey GNU/Linux Configuration Console

OBSERVIUM appliance services

Web: http:/,10.16.32.98
https://10.16.32.98

Web shell: https://10.16.32.98:12320

Webmin: https://10.16.32.98:12321

Adminer: https:,//10.16.32.98:12322

SSH/SFTP:  root@10.16.32.98 (port 22)

TKLBAM (Backup and Migration): NOT INITIALIZED

TurnKey Backups and Cloud Deployment
https://hub. turnkeylinux.org

1 Started Webmin server daemon.

L’0S nous montre les configurations d’interfaces par défaut > « OK »
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TurnKey GNU/Linux Configuration Console

Advanced Menu

TurnKey GNU/Linux OBSERVIUM Advanced Menu

onfigure appliance networking

Lets encrypt Let’s Encrypt free SSL certificates
Mail relaying Enable mail relaying to a remote seruv
Proxy settings Configure Proxy Settings

Region config Region & time settings

System settings Various global settings

Reboot Reboot the appliance

Shutdoun Shutdown the appliance

Quit Quit the configuration console

< Back >

Menu principal de Turnkey Observium, Sélectionner « Networking »

TurnKey GNU/Linux Configuration Console

eth0 configuration

IP Address: 10.16.32.98

Netmask: 255.255.254.0

Default Gateway: 10.16.32.1

Name Server(s): 10.17.30.3 8.8.8.8 1.1.1.1

Networking configuration method: dhcp

onfigure networking automatically

StaticlP Configure networking manually

< Back >

Les adresses IPs des Observium sont : Superviserl (Master) = 192.168.30.10
Superviser2 (Slave) = 192.168.30.11
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TurnKey GNU/Linux Configuration Console

Network settings

Static IP configuration (ethO)

IP Address
Netmask

Default Gateway
Name Server
Name Server
Name Server
Name Seruver

<Apply > <Cancel>

Exemple :




U t e ‘ BTS SIO - Option SISR
* Projet E6 - L’installation d’Observium

et Mise en Redondance

CONFIGURATION DE LA REPLICATION MYSQL/MARIADB
CONFIGURATION DU SERVEUR PRINCIPAL (MASTER)

Commandes :

sudo nano /etc/mysql/my.cnf

[mysqld]
server-id = 1

log_bin = svar/log/mysql-bin. log
binlog_do_db = observium

[mysqld]

server-id = 1

log_bin = /var/log/mysql/mysql-bin.log
binlog_do_db = observium

systemctl restart mysql

MariaDB [(none)1> create user “"user1"@"192.168.30.11" identified by “Azerty"”: grant replication slave on *.% to “user1"8"192.168.30.11"; flush privileges:
Query OK, 0 rous affected (0.042 sec)

Query DK, O rous affected (0.058 sec)

Query OK, O rous affected (0.001 sec)

MariaDB [(none)1> _

CREATE USER 'replicator'@'Observium-Slave' IDENTIFIED BY ‘password’;
GRANT REPLICATION SLAVE ON ** TO 'replicator'@'Observium-Slave’;
FLUSH PRIVILEGES;

SHOW MASTER STATUS;
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CONFIGURATION DU SERVEUR SECONDAIRE (SLAVE)

Commandes :

sudo nano /etc/mysql/my.cnf

[mysqld]
server-id = 2

sudo systemctl restart mysql

CHANGE MASTER TO
MASTER_HOST='Observium-Master’,
MASTER _USER='"replicator"’,

MASTER PASSWORD-="password’,
MASTER_LOG_FILE="mysql-bin.000001",
MASTER _LOG_POS=XXXXX;

START SLAVE;

SHOW SLAVE STATUS\ G;
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(EN COUR DE MODIFICATION !1) :

SYNCHRONISATION DES FICHIERS OBSERVIUM

Commandes :
sudo apt install rsync
rsync -av /opt/observium/ user@Observium-Slave:/opt/observium/
crontab -e

5 ****rsync -av /opt/observium/ user@0Observium-Slave:/opt/observium/

Edit this file to introduce tasks to be run by cron

Each task to run has to be ned through a single line
indicating with different f s
and what conmand to run for the t

the task will be run

To define the tine you can provide concret
minute (n), hour (h), day of month (dom), me
and day of ueek (dow) or use "=’ in these

Notice that tasks will be started >d on the cron’s
daenon’s notion of tine and timezone

Output of the crontab jobs Cincluding ) is
enail to the >r the crontab file belongs to (unle:

168.30.11: :observiun

% For nore infornation see the nmanual pages of crontab(5) and cron(8)
# mh dom non dow conmand

"'/tnpscrontab.d4C?2f /crontab” 24L, 1016B
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TESTS ET VALIDATION

Checklist :

- Vérifiez 'accés a Observium depuis Observium-Slave par un ping
ping 192.168.30.11
- Arrétez Observium-Master et vérifiez la continuité via le Slave

poweroff

- Testez la mise a jour des données et la réplication
CONCLUSION
Résumé :
- Réplication en temps réel des données MySQL
- Synchronisation automatique des fichiers Observium

- Bascule automatique via Load Balancer (optionnel)

et Mise en Redondance
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MISE EN PLACE DE LA SUPERVISION
AJOUT DE CONTACT POUR LES ALERTES

(IMAGE)

Rendez-vous dans la section Alert Contacts
Cliquez sur Add contact
Complétez les champs requis (nom, méthode de contact, etc.)

Validez

AJOUT D’ALERTES

Allez dans la section Alert Checkers.

Cliquez sur Add Checker.

Choisissez un type d’alerte (ex : interface down).
Configurez les parametres selon vos besoins.

Validez.

AJOUT DE MACHINES A SUPERVISER

Dans la section des alertes, cliquez sur Associate Devices.
Cochez les machines a surveiller.

Enregistrez.
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4. Configuration de paramétres pour les alertes

image

Retournez dans le menu Alert Checkers.

Cliquez sur Edit pour I'alerte que vous souhaitez modifier.

Ajustez les seuils, le niveau de gravité, ou les destinataires.

5. Exemple d’alerte configurée

Apercu d'une alerte active avec statut et historique.

6. Exemple de notification recue

Notification d’alerte envoyée au contact configuré.
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Cette procédure vous permet de mettre en place un systeme d’alerte efficace dans Observium, en

vous assurant que les incidents critiques soient détectés et communiqués rapidement.
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